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An Introduction

● OpenBSD: Free, Functional, Secure
● Originally based on BSD 4.4 UNIX
● Emphasis on correctness, standardization, portability and most 

importantly, security
● Founded by Theo de Raadt in 1995
● Latest version is 4.0
● Available on: AMD64, i386, Sparc64, Sparc, PPC, ARM, Alpha and 

others

2



  

Why OpenBSD?

● When your goal is setting up a secure server
● When your goal is setting up a great firewall
● When your goal is setting up a secure machine for limited 

desktop use
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Why not OpenBSD?

● When your goal is to use it for extreme graphics, gaming and 
the like

● When your goal is to make use of as many blob drivers to 
achieve the previous goal

● When your goal is to look at it as a replacement of Linux for the 
previous goal

● When your goal is to use less secure protocols like the WPA and 
anything that supports it, forget it
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Overview of Security Features

● Written with security in mind
● Simplicity that works
● Memory protection
● Cryptography 
● Privilege Separation and Revocation
● Packet Filter
● Miscellaneous
● Patch, Patch
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Written with security in mind

● Security is enforced by default
● The default install has had two remote vulnerabilities in the last 

ten years (OpenSSHv1 and ICMPv6-mbuf)
● Built in Cryptography support at lowest levels
● Built in Memory protection and execution prevention and lowest 

levels
● Full disclosure of vulnerabilities
● Source code audits
● Fast fix-arounds for vulnerabilities
● Continuous improvement
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Simplicity that works

● Don't keep things which can break: telnetd
● Keep sets of parameters which have proven to be 

computationally secure: Secure by default
● Passwords use Blowfish bcrypt
● IPSec is easy to set up, uses HMAC-SHA1/2, AES, MODP1024
● PF is a very simple but powerful packet filter
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Memory protection

● Changes to malloc routines to use mmap to not allocate 
segments contiguously

● strlcpy() and strlcat()
● Pure .rodata segment in code segment
● Propolice: Detect stack smashes and don't execute things you 

aren't sure of
● W^X Protection: Either write or execute it
● ASLR: Randomize locations of important system routines, 

especially exec
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Propolice

● Detects stack smashes
● Uses a canary on the stack, after Return Pointer and EBP and 

before local variables
● Changing the return pointer will imply overwriting the canary.
● Is detected by code before return
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Propolice
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on Linux
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on FreeBSD
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on OpenBSD
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Propolice

● Can be enabled explicitly by  -fstack-protector-all on Linux 
and FreeBSD

● Used to be an extension, now part of the GCC Compiler 4.1
● Secure, but not secure enough
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Anti-Propolice
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on Linux
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W^X Protection

● One step further into memory protection
● Either Write or Execute, not both
● Execute disable bit (NX) not available in i386 platform
● Has to be emulated
● A good feature which prevents execution off stack
● Heap execution may be a bad idea sometimes
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W^X Protection
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On Linux without SELinux
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On FreeBSD
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On OpenBSD
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ASLR

● One step further into memory protection
● Randomizes addresses of standard routines to prevent return to 

addresses of standard functions like exec(), fork()
● Reduces the damage done greatly by buffer overflows
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Cryptography

● Strong PRNGs
● Built in cryptographic hash functions and support for 

cryptographic hardware
● Passwords use Blowfish: CPU intensive and makes brute force 

attackers' day longer and harder
● Encryption of multiple portions of the swap partition using 

different keys
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Cryptography

● Network stack makes heavy use of the randomization provided 
for nonces, TCP sequence numbers and ephemeral client port 
numbers.

● Includes IPSec and Kerberos
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Privilege Separation and 
Revocation

● Run daemons at lowest possible privileges
● Is enough 99% of the time
● Don't grant uid0 privileges unless absolutely required
● Revoke privileges once uid0 operations are performed
● Protects against many known access vulnerabilities
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Packet Filter
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Packet Filter

● Normalization (sanitize packets)
● Filtering (including TCP attributes)
● Translation (NAT, RDR, BINAT)
● DoS Mitigation (max-src-nodes, congestion handling, 

bandwidth throttling)
● Redundancy: pfsync and CARP
● pfsync synchronizes rules
● CARP  provides failovers to hosts and routers
● CARP  uses virtual MAC addresses and ARP
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Synchronization

28

 



  

Miscellaneous

● chroot jails for Apache and other important daemons
● atexit() process list and stdio protection
● OpenBSD has very few security vulnerabilities compared to other 

distributions
● Great suite: OpenSSH, OpenCVS, OpenBGPD, OpenNTPD
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Patch, Patch

● OpenBSD has sendmail which is usually considered very insecure
● OpenBSD has a heavily patched httpd 1.3.x
● OpenBSD has very few security vulnerabilities compared to other 

OSes/distributions
● Keep patching with OpenBSD's security advisories
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Upcoming Release

● 4.1, May 1 2007
● Better ACPI Support
● Better Sparc64 Support
● hoststated for Layer 3/7 Load balancing
● Many drivers, improvements and bug fixes!
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Questions?
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Links

● http://openbsd.org
● http://undeadly.org
● http://www.openfaqs.org/
● http://www.openbsd101.com
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